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1

Introduction

This work analyses the growth of the semantic usage in the Internet of Things (IoT). A
knowledge-driven IoT can pave the road for the creation of an emerging generation of
context-awareness solutions, ubiquitous services and smart cyber-physical systems.
IoT needs to cope with heterogeneity, since the IoT ecosystem requires connecting
and integrating heterogeneous resources, devices, objects, systems, etc., aka things and
smart objects (Kortuem et al., 2010).
Figure 1 shows the phases that IoT should follow to become a semantic IoT powered
by web technologies.
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Figure 1

A.J. Jara et al.
Evolution of the market size from the Internet of Things to the semantic Web of Things
(see online version for colours)

The first phase was to interconnect everything to the internet. The second phase enabled
a seamless interoperability among the heterogeneous entities. The existing heterogeneous
islands of devices were interconnected using IPv6. The integration was established at
the connectivity level with solutions such as 6LoWPAN (Hui and Thubert, 2011),
GLoWBAL IPv6 (Jara et al., 2012c) and IPv6 addressing proxies (Jara et al., 2012b).
Once connectivity was reached, IoT needed a common protocol for the transport
layer to connect things to the web. For that reason, the next phase was connecting things
to the web using the standard solutions already adopted in the web (HTTP, HTML, etc),
thereby conceiving the so-called Web of Things.
Protocols from the Internet Engineering Task Force (IETF) such as Constrained
Application Protocol (CoAP; Shelby et al., 2013a), which is mapped to HTTP, and also
lightweight implementations of HTTP make the interaction with resources from
constrained devices feasible, through browsers and with the simplicity and flexibility that
the web offers nowadays.
In addition, IETF protocols for powering the IoT with web technology are not limited
to web access; additionally, they also offer Web Linking for resource description and
discovery, resource directories for resource allocation and discovery (Shelby et al.,
2013b), and finally security.
The Web of Things allows the different things and systems to interact with each
other, thereby allowing the composition of more complex services and solutions. These
interactions are enabled through the definition of application programming interfaces
(API) over HTTP or CoAP protocol. Thereby, the applications leverage the HTTP
protocol to provide the interface for publishing data updates into the system, for
retrieving data updates from the system and in general for exchange of information.
The data can be encoded with different envelopes, semantics and metadata. Here I
bring to mind that the same data can be gathered in plain text or encapsulated over
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complex structures such as XML/EXI or simpler but yet organised structures such as
JSON. In addition, they can be represented with different formats and units, and finally
they can offer additional information.
The current market of the IoT is focused on deployments that are connected
vertically, hand to hand, to the specific sensors and applications for which they have been
designed in order to address specific requirements and target a specific use case.
For example, IoT platforms, usually called Machine-to-Machine (M2M) platforms,
are designed for enabling vertical integration. But the IoT requires horizontal integration
of multiple capabilities and resources towards a larger ecosystem.
Therefore, IoT is a vehicle not only for communication but also for integration and
interoperability, and for that, semantics is the major driver.
The challenge after the Web of Things is to build a semantic Web of Things (SWoT)
in order to ensure a common understanding.
The SWoT is, on the one hand, the fusion of the trends of the IoT for moving towards
the web technologies with protocols such as CoAP, REST architecture and the Web of
Things concept, and, on the other hand, the evolution of the web with the semantic web
technologies.
SWoT promises a seamless extension to the IoT allowing integration of both the
physical and digital worlds. SWoT is focused on providing wide scale interoperability
that allows the sharing and re-use of these things. Thereby, the use cases and markets of
the IoT will not be held back to vertical solutions or pre-established use cases. In fact,
these deployed infrastructures and available data can target other secondary markets and
use cases. The data they collect and manage can, in fact, be useful for data analysis
(aggregated, anonymity, processed information, e.g., for smart city administration), and
even provide a major understanding for the primary markets, since they can be compared
and extended with the available third-party data.
Therefore, moving from the IoT/WoT to the SWoT is challenging. Some of the
challenges are defining a common description that allows data to be universally
understandable, creating extensible annotations, i.e. from minimal semantic descriptions
towards more elaborate ones, and agreeing on a catalogue of semantic descriptions
(ontologies).
These challenges can be addressed only in an ideal ecosystem, because
heterogeneous technologies have their own standard and the standards’ range related to
M2M is vast. Currently, the Global Standards Collaboration Machine-to-Machine
Standardization Task Force (GSC MSTF) identifies 143 organisations with a direct or
indirect interest in M2M standardisation (GSC MSTF, 2011).
In Section 2, we provide an analysis of the methodologies necessary to allow
heterogeneous device integration, device abstraction, web accessible resources and
syntactic/semantic interoperability in SWoT.
In Section 3, we look into the convergence of the emerging standards to move
towards an interoperable IoT ecosystem, where the IoT is studied from the points of view
of the capillary and cellular networks.
First, the standards considered for cellular networks have been initialised by the
European side with the ETSI M2M and extended globally with the oneM2M initiative,
which is already offering the OMA Lightweight Device Management Protocol.
Second, the standards considered for capillary networks are supported by
organisations such as the IETF with solutions such as CoAP, which is supported by
industry alliances such as IPSO Alliance, with the IPSO Application Profile. The

248

A.J. Jara et al.

capillary networks present the major heterogeneity and other standards for offering a
lightweight reliable messaging transport protocol for the IoT such as the Message
Queuing Telemetry Transport (MQTT) protocol optimised to connect physical world
devices and events with enterprise servers and other consumers supported by OASIS and
Eclipse Foundation (Davis et al., 2013), and other private standards such as the ZigBeeIP solution for Smart Energy (SE 2.0) supported by the ZigBee Alliance (Sturek, 2009).
Other activities and projects are the W3C with the SSN-XG ontology for offering a
semantic layer for the IoT, the European Research Cluster on the IoT (IERC) and its
projects such as OpenIoT, IoT.est and SPITFIRE (Pfisterer et al., 2011) where the
capabilities of Resource Description Framework (RDF), Web Ontology Language
(OWL) and classic semantic technologies for the IoT have been explored. These different
approaches are described in Sections 4 and 5.
Since the current environment regarding semantic is quite fuzzy, we investigate
various standards, and we clarify exactly which standards can be applied in which IoT
ecosystem, and our vision about which are the leading and emerging standards that are
coordinated versus off-the-shoot activities.
For this purpose, we carry out an evaluation of the ongoing works and we research in
the scientific and industrial community to develop the semantic layer for the IoT with a
comprehensive analysis of each technology. It begins, on the one hand, from the
qualitative point of view with a comparison about its potential, functionality and facilities
for knowledge engineering, and on the other hand, from the quantitative point of view an
analysis about the performance, overhead and footprint. This analysis is presented in
Section 6, with a discussion about the trends and vision in Section 7. Finally, Section 8
concludes this paper.

2

Semantic Web of Things

The SWoT is the empowerment of the Web of Things with the capabilities from the
semantic web initiative (Berners-Lee et al., 2001).
The semantic web initiative provides the foundations to enable the flow of
information through the World Wide Web. Thereby, the data can be shared, re-used and
combined to compose new services.
The goal of the SWoT is to integrate information which is semantically rich and
easily accessible into the physical world, thus connecting smart objects and digital
entities. The SWoT will impact on the cyber-physical systems integration and the
human–machine interaction models.
Until now, the IoT has promoted the global scale integration of the identification,
location and data coming from everywhere and everything. The SWoT vision enables
knowledge-based systems that achieve high degrees of autonomic capability for
information storage, management and discovery, and for providing transparent access to
information sources in a given area.
A very related word with the IoT is constrained, in terms of a small amount of
information due to memory capacity, low power and cost features. Devices are usually
equipped with little processing capabilities, short-range coverage and low-throughput
wireless links allowing only simple service/resource functionality.
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Figure 2 presents the stack to enable the SWoT. This presents a bottom-up approach
which covers the integration of heterogeneous technologies to support the development
of applications providing a high-level modelling of real-world entities with semantic
information.
Figure 2

Device abstractions and semantics to enable the semantic Internet of Things (see online
version for colours)

2.1 Heterogeneous device integration
The IoT requires the integration of a wide range of technologies, from legacy
technologies of home and building automation such as BACnet, KNX and Z-Wave and
emerging technologies for smart grid and smart cities, to any class of sensor, actuator, tag
or thing.
For the support of the heterogeneity, the first step for the IoT, such as presented at the
bottom of Figure 2, has been the mapping and integration of everything to a common
addressing space, i.e. IPv6, thereby, allowing the connection of all the things in a
homogeneous way.
The IPv6 integration is being reached through 6LoWPAN (Hui and Thubert, 2011)
and GLoWBAL IPv6 (Jara et al., 2012c) for emerging IoT resources and through IPv6
Addressing Proxies for legacy technologies such as those described from the home and
building automation sectors (Jara et al., 2012b; Jara et al., 2013b).
In the case where IPv6 is not integrated, the other integration is through a gateway or
a middleware, but these approaches break the end-to-end connectivity with the resources,
which happens to be one of the main principles of the IoT.

2.2 Device abstraction
Related with the heterogeneous device integration, a device abstraction layer is required
in order to access all the resources through a common protocol and representation.
Device abstraction in IoT is enabled by web technologies. Specifically, the
Representation State Transfer (RESTFul) architecture style can be used. RESTFul is
defining one of the most powerful mechanisms over the World Wide Web to build
communication interfaces and protocols that enable the exchange of information and
interoperability among systems.
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CoAP is an open standard to build embedded RESTful web services optimised for
constrained devices such as that located in the IoT deployments. CoAP has been
designed by the IETF, and nowadays it is supported and used by the IPSO Alliance for
the definition of the IPSO Application Profile (Shelby and Chauvenet, 2012) and the
Lightweight OMA Device Management (DM) (Gligorić et al., 2011; Chu et al., 2013).
RESTFul offers a resource facing architecture where all the resources are identified
through a Universal Resource Identifier (URI) (Berners-Lee et al., 2005).
The URIs allow a uniform device exposure and uniform resource access. Therefore,
all the devices can be abstracted to URIs.
URIs can define the semantic descriptions following structures such as Web Linking
(Shelby, 2012).
The description over the URI, i.e. the semantic abstraction, is being defined by
multiple standardisation organisations, such as ETSI M2M, Home Gateway Initiative
(HGI), OSGi, OMA and IPSO Application Framework.
Therefore, collaboration on standardising a coherent solution in terms of abstraction
semantics to overcome this barrier of a standardised heterogeneity is required.
For the common device abstraction, common functions are abstracted from several
similar internetworked standards (e.g. a light is just a light, not a Zigbee-IP light or
BACNet light).
The initial efforts have been carried out by the ETSI M2M in collaboration with the
OMA, which offer different representations for wired resources or wireless ones
(Lightweight OMA DM). To this end, in order to abstract individual standards
independently or the connection medium, the ETSI M2M moves forward to reach
this internetworking, an example of this device abstraction is hereby presented in the
Figure 3.
Figure 3

Device abstraction from different standards to a homogeneous device (see online
version for colours)
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2.3 Syntactic and semantic interoperability
The syntactic interoperability is the first challenge, since the Web is supporting multiple
content types, some of the most common representations of the resources can be text
plain, JSON or XML.
JSON is gaining special attention in the IoT market, since it is lightweight, simple
and offers capabilities close to the XML ones without requiring the overhead (e.g.
schema) and processing requirements of XML.
Once the resource is encapsulated over a supported content type, the resource should
be properly described in the semantic-enabled Web. For example, IoT has defined the
Web Linking in order to build semantically annotated resource descriptions.
Therefore, semantic Web of Things is offering a common protocol (HTTP/CoAP),
common methods (GET, PUT, POST and DELETE from HTTP/CoAP), universal
identifiers (URIs) and a common solution to annotate resources (Web Linking), required
to put together a common reference (i.e. an ontology).
The common reference is crucial for the SWoT in order to enable business services
with machine interpretable descriptions.
This common semantic reference will allow the service composition to offer services
with higher context awareness and knowledge, the re-use of service components, the
capability to abstract complex and heterogeneous platform in large-scale deployments,
the context-aware service adaptation and finally even more facility for validation, testing,
discoverability, reasoning and decision-making.
Resulting from a keen interest in reaching a common semantic reference, the
global imitative oneM2M was created to get to an agreement on a single standard and
consequently stay away from market fragmentation. oneM2M is a consequence of the
described initial steps from the ETSI M2M, since it was understood that ETSI was not
the only standardisation organisation working on service-level interface standards for the
IoT and M2M.
Specifically, oneM2M was created for avoiding the competition among seven standard
organisations: TTC, ARIB (Japan), ATIS, TIA (USA), TTA (Korea), CCSA (China) and
ETSI (Europe).
oneM2M has a similar spirit to that of 3GPP for global interoperability of cellular
networks with the objective of developing a common specification for the semantic
service layer for cellular networks, and also collaborating with wireline standard
organisations such as the IPSO Alliance and ZigBee IP.
Section 3 describes the semantic Web of Things ecosystem led by the cellular
solutions defined by the oneM2M and the capillary networks from IPSO Alliance,
ZigBee IP and other legacy networks.
Detailed analysis of the semantic trends is described in Sections 4 and 5. In addition,
in Section 6 the capabilities of the different standards and performance of the different
resources representation are evaluated.

3

Evolution of IoT ecosystems

Figure 4 presents the IoT ecosystem. IoT is evolving in two main trends: on the one
hand, the capillary networks, i.e. the fringe of the internet where legacy devices are
connected, appliances in smart homes and the emerging ZigBee-IP solutions for Smart
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Energy, IPSO Application Framework solutions for smart cities and smart lighting
(Castro et al., 2013), and emerging technologies for telemetry such as Message Queue
Telemetry Transport (MQTT). On the other hand, the cellular networks offer a more
ubiquitous IoT with higher scalability thanks to the advances in supporting a huge
number of devices with diverse technologies such as Long Term Evolution-Advanced
(LTE-A). Cellular networks have been promoted by the telecommunication operators to
be the key enabler for the IoT/M2M.
Figure 4

IoT/M2M ecosystems: from capillary to cellular networks (see online version for colours)

The following subsections describe in more detail the technologies available in the
capillary and cellular networks.

3.1 Capillary networks
Capillary networks are based on wired or wireless technologies. The IoT is mainly
focused on wireless capillary technologies such as wireless LAN (IEEE 802.11),
Bluetooth (IEEE 802.15.1), ZigBee and wireless sensor networks (IEEE 802.15.4).
Capillary networks are focused on short-range communications for resources
deployed in the local or site networks. They offer a cheaper solution, with some problems
in terms of, first, interference with other existing networks since they are using open
channels such as 2.4 GHz and 868 MHz; second, lack of a universal infrastructure and
coverage; and finally, low communication range and bandwidth capabilities.
Capillary technologies are featured by embedded systems with low cost and low
power. Low power is one of the major considerations, since IoT resources should be
autonomous and offer a lifetime of several years.
The current industry is still dominated by proprietary protocols and industry-driven
standardised low-power solutions such as Wireless ModBus (W-MBus), Z-wave, Wavenis
and Wibree, among others.
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Although several standards for low power and IoT deployments in capillary networks
are coming out such as the mentioned wireless LAN, Bluetooth and wireless sensor
networks, they are quite focused on offering low-power solutions with new protocols
such as WiFi Low Power, Bluetooth Low Energy and 6LoWPAN (Vasseur et al., 2010).
WiFi Low Power (IEEE 802.11ah) is one of the solutions considered with a high
acceptance rate, due to its compatibility with the existing infrastructure. This offers a
flexible solution with an efficient power management. Another technology with a good
acceptance in the market and already integrated in several laptops and smart phones is
Bluetooth Low Energy (Jara et al., 2013a), which offers a very fast connection time,
although presenting some limitations for the frame size. Finally, 6LoWPAN is one of the
most extended technologies for capillary networks, since it is based on IEEE 802.15.4,
i.e. the reference technology for the wireless sensor networks development. IEEE
802.15.4 has presented relevant optimisation for power consumption, congestion
management and scalability issues with the new IEEE 802.15.4e MAC layer. In addition,
due to interference in the 2.4 GHz, the IEEE 802.15.4g solution based on sub-GHz
frequencies is being extended in order to reach higher coverage ranges and lower
interference for the new use cases such as telemetry, smart grid and smart cities.
In addition to the convergence in the networking, a common description of the
services and attributes has to be defined in order to carry out the access to the resources
deployed in the local or site networks. Figure 5 presents some examples of capillary
networks with technologies such as ZigBee-IP and IPSO Alliance.
Figure 5

Semantic Web of Things ecosystem: integrating capillary and cellular networks
(see online version for colours)
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Specifically, the IPSO Alliance defines a common family of interfaces and resource
types. It is made of, on the one hand, a simple set of interfaces based on CoAP and text
plain, and on the other hand, a more structured version based on JSON with the
semantics taken from SenML. These application guidelines are gaining ground in being
considered as new solutions based on 6LoWPAN (Castro et al., 2013), but since CoAP is
already supported by the majority of the IEEE 802.15.4-based chipsets and also for other
capillary technologies such as Bluetooth Low Energy, we must consider that any
semantic description built over CoAP could reach a critical mass and scale quickly.
As an alternative, more complex solutions can be defined, such as Triple Spaces
based on RDF, which allows retrieving, creating, modifying or deleting resources in the
RDF graphs, and the representation of knowledge based on common ontologies such as
the SSN-XG ontology for sensor networks.
Section 4 describes in detail the standards used for capillary networks.

3.2 Cellular networks
The capillary networks present the inconvenience of the lack of already deployed
infrastructure; for that reason, cellular networks present an alternative for wide range
deployments.
Cellular networks are the most pervasive and omnipresent communication
infrastructures deployed around the world. In addition, they offer high convergence and
interoperability thanks to international collaboration and agreement such as that carried
out within the 3GPP (Patel and Dennett, 2000) with solutions such as the Global System
for Mobile Communications (GSM), the Universal Mobile Telecommunications System
(UMTS), the UMTS Terrestrial Radio Access Network (UTRAN) Third Generation (3G)
and finally the LTE-A.
For that reason, it is considered as one of the key technologies for the IoT and M2M
markets such as smart grid, smart cities, telemetry and ubiquitous communications.
Cellular networks present an excellent coverage and existing infrastructure, but with
the inconvenience that they present higher power consumption and are more costly, in
terms of chipset and the maintenance with the operators (subscription costs).
For that reason, cellular networks are not limited to the cellular antennas and
repeaters deployed by the cellular operators and telecommunication providers. Also,
emerging usage of femtocell technology is enabling major coverage and capacity,
thereby making them even more enticing for IoT deployments and reducing
telecommunication providers’ maintenance costs.
Femtocell can be used effectively in smart environments such as hospitals, shopping
malls and universities for offering the communication medium for the IoT resources, in
conjunction with the usual voice and messaging usage of the cellular infrastructure.
Femtocell will satisfy the needs of large numbers of devices and will optimise the
interference control in smart environments.
Therefore, the advantages of cellular with respect to capillary networks are that it
provides ubiquitous coverage, it is more suitable for short-term deployments, since it
presents an easier configuration and already existing service, and the most important
interference can be managed in a centralised way, thereby offering a higher scalability.
In particular, LTE-A (Release 10) has been optimised for IoT communications,
although this does not yet present efficient communication for small data transmission,
and the device costs are yet too high for big deployments; in addition, the power
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consumption is very high and the carrier frequencies assigned for LTE-A are not
converging globally. Therefore, some problems could arise in addressing a global market
product.
But, the most relevant feature of the cellular area is that in the same way that 3GPP
has built a global convergence in terms of protocols and semantic services, the oneM2M
initiative has been launched where the main partners are the 3GPP members with the
support of ETSI M2M and new IoT/M2M key players such as ZigBee Alliance.
Therefore, improvements on interoperability and semantic capabilities during the
following years are predicted.
Recently, oneM2M has launched the lightweight OMA Device Management for IoT
resources management in 3GPP LTE networks. This analyses how to efficiently carry out
message formats and transport replacement such as CoAP, Core Link Format and EXI.
Similar analysis to compare the resource representation performances is described in the
Section 6.
Right now, lightweight OMA DM is considering CoAP as one of the transport
protocols. As mentioned earlier, CoAP is one of the key protocols for capillary networks
such as 6LoWPAN and Bluetooth Low Energy. Therefore, a good convergence could be
reached through the SWoT based on OMA over web services, i.e. CoAP and HTTP.
The next sections analyse in more detail the different standards and semantic
descriptions available for the IoT for both capillary and cellular networks. Finally, the
different solutions are described and evaluated as well as related vision and trends to
reach a proper semantic description for the IoT.

4

Semantic services description and standards for the IoT

Figure 5 presents the main protocols considered for the SWoT in order to offer an end-toend solution based on IPv6 and web technologies.
This can be distinguished by CoAP which is defined by the IETF as the main
resource access and transport protocol for capillary networks, which is also being
considered by the Lightweight OMA DM by the oneM2M.
In addition to CoAP and the Lightweight OMA DM for device management, other
protocols are emerging since there is not a unique solution that fits all the requirements
for the different use cases and scenarios.
The next subsections analyse the different protocols and standards.

4.1 CoAP
The main goal of the Constrained RESTFul Environments (CoRE) working group in the
IETF has been the development of a protocol that follows up the REST architecture
guidelines and fits with the constrained nodes and networks capabilities.
CoAP is the protocol proposed by CoRE for resource access and transport, which
satisfies the required functionality of the IoT transmission technologies (Shelby et al.,
2013a).
CoAP offers a wrapper for transport of the data similar to HTTP, but optimised for
bandwidth and frame size constrained devices.
CoRE has also been defined for CoAP a resource directory, CoAP observe, CoAP
block-wise, and Web Linking for discovery and binding.
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CoRE Resource Directory allocates all resources and services offered by a device,
making them discoverable either through a direct link in/.well-known/core or by
following successive links starting from /.well-known/core, defined in the Web Linking
format (Shelby, 2012).
CoAP observe and the conditional observe offer a mechanism for subscribing to
changes on the sensor under specific conditions. CoAP conditional observe has been
dealt with in one of our previous works (Jara et al., 2012a; Ruta et al., 2007).
CoAP block-wise allows an application layer fragmentation for big size payloads.
This allows for the re-transmission of specific frames, in order to reduce as much as
possible the penalty in the network performance when the network is presenting a bad
reliability.
CoAP is a very well designed protocol with several ancillary protocols that offer a
very powerful mechanism for the development of the IoT, but CoAP does not define the
content. Therefore, it is applicable to higher level standards and application frameworks
in order to solve the needs from the real-world applications.
Specifically, it is being used by the IPSO Application Framework from the IPSO
Alliance and by the Lightweight OMA DM by the oneM2M for cellular networks.

4.2 IPSO Application Framework
The IPSO Alliance defines a family of interfaces and resource types for resources
enabled with CoAP protocol from CoRE, the so-called IPSO Application Framework.
The IPSO Application Framework defines RESTFul interfaces for the definition and
management of resource lists, batch, sensors, parameter, actuators and binding tables of
resources.
The interfaces can be built over binary, text plain, JSON and/or SenML Media types
to define its payload.
The first point is the definition of a function set based on the IPSO Application
Framework consists of input, output and parameter resources containing internal logic
and may have a subset of mandatory inputs, outputs and parameters to provide the
minimum interoperability. An example of a function set for smart lighting has been
defined in our previous works, which can be found in Castro et al. (2013).
The IPSO Application Framework proposes a common representation for the binding
among IoT devices. Specifically, the common format is based on the CoRE link format
to represent the binding information accompanied by a set of rules in order to define a
binding method which is defined as a specialised relationship between two resources
(Shelby, 2012).
IPSO Application Framework has been designed to showcase features and attributes
of the real world, which are observable and modifiable such as a temperature sensor and
a light detector.
This properly fits the constraints in terms of computing, memory, battery and
communication from the IoT resources. For that reason, IPSO Application Framework
has removed wide extended resource representations such as XML, and it has focused on
lightweight representations such as binary, text plain and JSON.
For example, the semantic IPSO Application Framework has chosen SenML over
JSON with the usage of the Unified Code for Units of Measure (UCUM). These initial
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semantic capabilities allow avoiding the initial mistakes from CoAP such as the use of
inappropriate unit codes such as 23 C for temperature, when it according to the UCUM
standard means velocity of light, and consequently this should be 23 CEL.
The current semantic capabilities from IPSO Application Framework are very basic
in order to offer a very simple and lightweight solution.

4.3 Lightweight OMA Device Management
Lightweight OMA Device Management is a protocol for device management of M2M
devices in 3GPP LTE-A networks.
This represents a stable take-off point for device management in cellular networks,
due to the considerations to support IoT/M2M communications in release 10 of the LTEA standard.
Utilisation of this protocol in M2M requires efficient message formats and transport
replacement such as CoAP, and Core Link Format. For that reason, Lightweight OMA
DM has chosen CoAP to provide the core functionalities of HTTP (GET, PUT, POST,
DELETE commands) in a reduced footprint.
In addition, it focuses on providing mechanisms for asynchronous and synchronous
communication, store, forward and caching mechanism for optimising the
communication, and security with mechanisms to provide two-way authentication and
secure communication channels.
Lightweight OMA DM is supported by oneM2M, which provides an international
initiative that will play a very relevant role in proposing the standards for the syntactic
and semantic information.
oneM2M will define abstraction layers, using the same format. This will ease the
creation of the higher layers for the IoT and M2M that enables a high-level modelling of
real-world entities, development of applications and finally huge quantities of data
collection, such as presented in the top layer of Figure 2.
oneM2M will also offer support and solutions to facilitate the development of vertical
industries and new markets.
Finally, once an agreement on the abstraction layer and semantics has been achieved,
including references to the semantic descriptions in oneM2M specifications (to enable
machine interpretation), it will be coordinated with the other described institutions in
Section 2 such as HGI, Broadband Forum and OSGi. Note that some of the existing
institutions such as ZigBee Alliance are already a part of the oneM2M initiative.

4.4 ETSI M2M
ETSI M2M is a service-oriented architecture to build the Service Capabilities Layer
(SCL) for M2M/IoT devices, M2M/IoT Gateways and M2M/IoT Servers.
ETSI M2M standardises the resource tree structure that resides on the M2M SCL
from each one of the components. These components exchange information by means of
the standards-based reference points. The reference points enable the interoperability
between the mentioned components, i.e. devices, gateways and servers. Specifically, they
are defined as the denominated dIa/mId/mIa reference points (ETSI, 2013).
ETSI M2M interfaces are being implemented following the RESTFul architectures
style over HTTP and CoAP protocols. The information is represented by a tree of
resources, which uses XML- or JSON-based representations for information interchange.
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The dIa interface between the devices and the gateways [aka M2M Gateway Service
Capability (GSCL)], the mId interface between the gateways and the servers [aka M2M
Network SCL (M2M NSCL)] and the mIa interface between the M2M NSCL and the
network applications provide the functionality for registration of devices/gateways to the
backend, request for authorisation to read or write a resource, subscription and
notifications for specific events and device management operations.
In addition to the interfaces, ETSI M2M also offers the identification of the
application and devices requirements for asynchronous and synchronous
communications, quality of service mechanisms based on policies for optimising
communication and security for mutual authentication between M2M NSCL and
device/gateways and secure channel establishment for data transportation.
ETSI M2M is reusing existing and well-defined standards for the device
management. On the one hand, device management based on OMA DM for wireless
communications, i.e. the protocol also considered for the oneM2M, and on the other hand
on BBF TR-69 from the broadband forum for wireline communications.
Finally, ETSI M2M implementations are being developed by projects such as FIWARE which has developed preliminary instances of the M2M interface (FI-WARE,
2012), and by companies such as Radisys, Grid2Home, Intecs, Intel, InterDigital,
Sensinode and Telecom Italia (InterDigital, 2012). They have tested several types of
devices for different applications, and the integration with technologies such as ZigBee,
WiFi and cellular (GPRS and UMTS).

4.5 Ontology-based resource description and discovery framework
Semantics is the idea of giving meaning to things, whatever they are. But if we want to
apply this idea in the context of the IoT, being within the web, we need the semantic
web. It has the same intents of semantics, but with some constraints. In fact, when we
talk about the semantic web we do not talk just about giving semantic representation to
the sensors, the actuators and other entities involved in the IoT, but we must also focus
our attention on the fact that this semantic representation and the data attached to it have
to be passed around in the World Wide Web to allow software to store, exchange and use
machine-readable information distributed throughout the web. The semantic web was
built over other W3C standards, the RDF data model, the RDF Schema (RDFS) and
OWL standards and the SPARQL query language, and if a solution uses semantics but
does not use these standards, it cannot be part of the semantic web.
The RDF is the specification of W3C to design the description and to model
information for the web resources. The RDF data model is based on a basic unit of
information called triple formed by subject-predicate-object relationship. A subject
denotes a resource, a predicate denotes the relationship between the subject and an object
and an object denotes the value of the related subject.
RDF uses URIs to represent subjects and predicates in order to assure the
unambiguity of information in the whole web. A collection of RDF statements represents
a graph which provides knowledge representation, which can be persisted using
relational databases or triple stores.
RDFS is the Vocabulary Description Language for RDF and it is composed of a set
of classes with certain properties using RDF. It is the base for the more expressive
language OWL.
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OWL is used to model knowledge bases. OWL is the practical realisation of a
description logic known as     (Horrocks et al., 2003). OWL is aligned to
RDF and it defines classes (also called concepts in the DL literature), properties and
individuals that can be compared to subjects, predicates and objects in RDF. An OWL
ontology consists of a set of class axioms that point to logical relationships between
classes, which constitutes a Terminological Box (TBox); a set of property axioms to
specify logical relationships between properties, which constitutes a Role Box (RBox);
and a collection of assertions that describe individuals, which constitutes an Assertional
Box (ABox). Classes are formal descriptions of sets of objects (taken from a non-empty
universe) and individuals which represent the names of objects of the universe. Properties
can be either object properties, which represent binary relations between objects of the
universe, or data properties, which represent binary relationships between objects and
data values (taken from XML Schema data types). Class axioms allow one to specify
which subclass (  ) or equivalence (  ) relationships exist between certain classes and
the domain and range of a property. Assertions allow one to specify that an individual
belongs to a class: C  a  means that the object denoted by a belongs to class C and that
an individual is related to another individual through an object property; R  b,c  means
the object denoted by b is related to the object denoted by c through the property R .
Complex classes can be specified by using Boolean operations on classes; C  D is the
union of classes, C  D is the intersection of classes and C is the complement of class
C . Classes can also be specified through property restrictions: R.C denotes the set of
all objects that are related through property R to some objects belonging to class C, at
least one; if we want to specify to how many other objects an object is related we should
write:  nR‚  nR‚ nR , where n is any natural number.
SPARQL Protocol and RDF Query Language is the RDF query language that allows
retrieving and manipulating data conforming to the RDF data model. It is described by a
set of specifications from W3C and it considered a fundamental part of the semantic web.
It allows describing the condition of a query using triple patterns which are similar to
RDF triples but may contain variables to add flexibility to the matching mechanism.
Semantic and data models for the IoT are required to offer more sophisticated sensor
descriptions, definition of spatial and temporal concepts, relations among the different
resources, etc.
The ontology-driven approaches are growing because of the power behind the
semantic representation of linked data, including the description of resources and
devices.
SSN-XG: The W3C Semantic Sensor Network Incubator Group designed an OWL
ontology called SSN-XG that describes sensors in a domain-independent way and as
such facilitates semantic interoperability between sensors in sensor networks on the IoT
(Compton et al., 2012).
This classification can be used in the IoT to describe sensors and make their semantic
representation globally available. One main focus of the SSN project is to develop
ontologies for describing sensors and sensor networks. The second focus is the semantic
annotation of sensor descriptions already available. Therefore, the SSN-XG realises an
extension of the Sensor Markup Language (SML), which is one of the four Sensor Web
Enablement (SWE) languages defined by the Open Geospatial Consortium (OGC). This
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way, a support for semantic annotations of sensors described according to the OGC
standard is realised and the combination of different services and applications becomes
possible.
As reported by Pirrò et al. (2012), the SSN ontology offers a sensor perspective with
a focus on just what senses, how it senses and what it is sensing, a data view with a focus
on observations and metadata, a system view with a focus on systems of sensors and a
feature view with a focus on physical features, properties of them, what can sense them
and what observations of them are made. Sensors in SSN-XG are described as entities
that follow sensing methods and have a feature of interest. Sensor entities may be
physical devices but can also be processes and methods that observe some certain
phenomena. Because of the event-based nature of sensors and sensor networks, SSN-XG
further considers temporal relationships. For grouping sensors, the SSN-XG ontology
provides the ‘system’ concept. A system can further be composed of sensors or broken
down into several subsystems. The process module of the ontology further opens the
door to defining the function that is implemented by the described sensor. Other main
concepts of the ontology describe the measurement capabilities of modelled sensors as
well as the situations that are observed, i.e. the observations and the associated
observation data.

4.6 Message Queue Telemetry Transport (MQTT)
MQTT is an open message protocol for M2M that enables the transferring of telemetrystyle data in the form of messages from pervasive devices, along high latency or
constrained networks, to a server or small message broker. Pervasive devices may range
from sensors and actuators to mobile phones, embedded systems on vehicles or laptops
and full-scale computers.
There are a couple of specifications for the MQTT protocol. MQTT v3.1
specification enables a publish/subscribe messaging model in an extremely lightweight
way. It is useful for connections with remote locations where a small code footprint is
required and/or network bandwidth is at a premium. Based on the MQTT v3.1
specification, there is an OASIS standardisation process which was started in March
2013 to make MQTT an open, simple and lightweight standard protocol for M2M
telemetry data communication.
MQTT-S v1.2 specification for sensors is aimed at embedded devices on non-TCP/IP
networks, such as ZigBee. MQTT-S is a publish/subscribe messaging protocol for
wireless sensor networks), with the aim of extending the MQTT protocol beyond the
reach of TCP/IP infrastructures for sensor and actuator solutions.
MQTT is not fully overlapping with CoAP and Lightweight OMA DM, since MQTT
is a telemetry protocol. CoAP is a resource access protocol and LWM2M is a device
management protocol. Therefore, they are not designed to satisfy the same requirements
and use cases.
MQTT is more focused on publishing events with a subscribe mechanism. CoAP is
designed to integrate RESTFul architectures in constrained environments, i.e. a
constrained HTTP version.
MQTT is focused on publishing events and data to a broker, while CoAP is more
focused on the IPv6 principles of the IoT to provide end-to-end communication with the
IoT resource, which is not possible with a centralised solution such as MQTT.
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The centralised approach allows a full pull-based protocol for client to server and
server to client communications. Thereby, the delay and network overload from poll
approach is reduced. HTTP is not offering a push approach from the server to the client,
but since it has been considered a major requirement for the IoT, CoAP is offering a push
approach from the sensor/server to the client through the conditional observe solution
presented in Jara et al. (2012a).
In conclusion, due to the centralised architecture of MQTT, even when considering
that it will play a key role in the telemetry market, it will not reach a critical mass in the
rest of the use cases and application scenarios where the IoT and M2M are involved.

4.7 Open Building Information Exchange (oBIX)
oBIX is an OASIS standard and aims at providing the groundwork for an M2M web
using enterprise-friendly technologies such as XML, HTTP and URIs. The whole design
is aligned to RESTful client-server interaction using web technologies. It further provides
a standardised XML syntax for representing M2M information and a normalised
representation of typical features found in automation systems like data point semantic,
histories and alarming. The oBIX 1.1 working draft also includes a custom oBIX binary
protocol binding in order to use oBIX on constrained devices and within constrained
networks like 6LoWPANs. The oBIX TC is also currently working on a binding of oBIX
on CoAP and on encoding using EXI.
An object model provides a standard meta-model for representing device information.
It uses an object-oriented approach, where everything being a device object, data point
object or history or alarm is represented as an oBIX object. There are basic value objects
like bool, int, real used to store a simple value, typically mapped to an I/O signal of a
sensor/actuator or a soft data point like a temperature set point.
In oBIX, an object can be composed of child objects using containment or through
references based on URIs. Further, a contract mechanism allows providing a contract for
such more complex object types. In this way, custom complex object types can be
created.
Furthermore, standard services to observe objects, query histories and alarming are
specified using this contract mechanism. The contract mechanism also allows defining a
standard representation for device types. However, such contracts are not part of the core
specification and it is up to the vendor of an oBIX server to define its own contracts.

5

Related projects

In this section, we bring up some European projects where the semantic web is applied.
The idea about the use of semantic web in these projects is to use OWL ontologies to
describe domains that they define. Some of them have envisaged just a domain to
describe the information model, by creating a unique OWL ontology and merging
everything on it. Others have instead decided to create different domains, for example by
splitting the information into entities, resources and services.
Eventually, for everyone the approach to deal with semantics on the IoT was to use
the semantic web paradigm, and some have borrowed parts from others, like the reuse of
the same terminological box of the ontology created in an older project. The techniques
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used are fully compliant with semantic web, and they describe the domains of interest in
a proper way, making possible the base to exploit the other features of semantic web on
them in the future

5.1 OpenIoT
The application of the described semantic integration of devices and services in the IoT is
being developed by European Projects such as OpenIoT.
OpenIoT will describe internet-connected objects by ontologies, semantic models and
open linked-data techniques and aims to provide an extension to cloud computing.
Firstly, the project intends to integrate the Global Sensor Network (GSN) to provide
the basis for looking up and registering internet-connected objects. Further, OpenIoT is
planned as a middleware platform that is designed to support flexible configuration and
deployment of algorithms for collection and filtering information streams stemming from
the internet-connected objects. At the same time, the middleware will be responsible to
generate and process important business and applications events.
Another main research objective is semantic object-to-object interaction and
communication. The interoperability between internet-connected objects in OpenIoT is to
be assured by the help of semantic technologies such as RDF and SPARQL. As such, the
project is geared towards enhancing existing interaction approaches like GSN with
semantic sensor descriptions. As the goals of the OpenIoT project fit well with the goals
of the IoT6 project, collaboration between the two projects is desirable and planned.

5.2 SENSEI
For the integration of the physical with the digital world, the SENSEI project creates an
open architecture that especially addresses scalability problems for distributed wireless
sensors and actuator networks. The architecture designed in this project allows an easy
and flexible plug and play integration of globally distributed sensors and actuators into a
global system. Further, a semantic description of devices aids in unifying the view and
access of distributed services and entities. Syntax and semantics of entities are contained
in an advanced resource description, an ontology-based data representation with an RDF
encoding. SENSEI therefore differentiates between two main models, the information
model and the resource model (Kim et al., 2005).
The information model developed in SENSEI defines three different abstraction
layers for entity description, namely RAW data, observation and measurement, and
context information. Raw data solely describes a value of interest that is received from an
entity. Observation and measurement, however, is defined to represent additional metainformation about the observed RAW value. Context information introduces yet more
relations to connect real-world entities and represents their context. As such, SENSEI
follows an entity-centric approach. These generic relations and concepts are designed to
act as upper ontology for domain ontologies. In turn, the domain ontologies that base
their definitions on the SENSEI upper ontology information model can be handled by the
SENSEI system.
Another model that is defined in the project is the resource model: all entities
(sensors, actuators, processors) can be modelled as ‘resource’ in SENSEI. Information is
stored as how a resource can be accessed, where it is located and what are its general
functionalities. The resource description that represents some of these properties is
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defined by the resource provider and stored in a so-called resource directory where all
static information of resources can be found. Additionally to the resource description, the
specific operations of a resource are described. An additional semantic operation
description can be associated with the definition of the operations and in turn describes
inputs, outputs and functionalities of a specific resource operation in a machineinterpretable form.

5.3 IoT-A
The IoT-A project realises an architectural reference model for the IoT. The main focus
of the project is the integration and interoperation of devices that are often stand-alone
and non-integrated due to heterogeneous standards and protocols. In this context, there
exist several focus areas of the IoT-A project. First of all, the project aims to define a
commonly agreed upon architecture of the IoT; as such, an architecture is currently not
existent. Another aim of the project is to realise a distributed orchestration mechanism to
efficiently deal with real-world dynamics and changing availability of IoT devices.
Further, the designed architecture will enable interoperability between devices by hiding
the complexity of the end-to-end heterogeneity from the communication service and
providing translation mechanisms between technology-specific communication
protocols. Additionally, the project develops a dynamic lookup and discovery mechanism
for IoT devices.
In order to reach interoperability and the sophisticated discovery of IoT entities, a
common architectural reference model for IoT is needed that represents a common
vocabulary of the domain. In IoT-A, this model description is realised as OWL ontology.
In De et al. (2011), the authors describe semantic modelling for components of the IoT
domain in the context of the IoT-A project with the help of the OWL-DL language.
Therefore, they reuse certain concepts from other already existing ontologies and projects
such as SSN-XG and SENSEI. Mainly, the IoT information model designed in IoT-A is
split into three different parts, entity, resource and service. As one of the main goals of
the IoT is to extend the internet into the physical world with devices and other physical
entities being directly accessed and operated on the internet, in IoT-A the so-called entity
model describes the observable features of an entity. As such, information like location,
temporal features or domain attributes are described in this model for a concrete device
in the physical world that is attached to it. The resource model in IoT-A further
represents this entity in the digital world and describes the physical type of the resource
and its interfaces. The third part is the service model, which elaborates the service type
and identifies services by inputs, outputs preconditions and effects. It also presents how
to access a specific service and other technical details.

5.4 IoT.est
The European Union Project IoT.est is focused on providing a service creation
environment architecture that is designed to accelerate the introduction of new IoTenabled business services. This architecture will be designed to enable the orchestration
of business services based on reusable IoT service components, self-management
components for automated configuration and testing and abstraction of the heterogeneity
of underlying technologies. As such, the project brings together the three disciplines of
IoT, service engineering and testing.

264

A.J. Jara et al.

In the current IoT, services are specifically created many times for applications and
domains, and therefore a high heterogeneity of networks, communication protocols and
information types exists. For that reason, a very important issue is the need for
interoperability between these solutions. One of the goals of the project is therefore the
implementation of a service creation environment that overcomes the heterogeneity
between networked sensors and objects.
IoT.est focuses on four key issues: first the project researches methods to semiautomatically derive services and related tests from semantic service descriptions.
Another main goal is to integrate testing into a service creation environment and support
an incremental service evolution. Further, the definition of a framework for service
validation tests that includes automated deployment procedures based on semantics lies
in the focus of the project. As a last main goal, the development of runtime monitoring to
enable quality of service is pursued. The goal to semi-automatically derive services and
related tests from a so-called semantic service includes a high-level semantic description
of service resources, network attributes and service test procedures. As a basis for the
semantic description of service resources, the OWL ontology from the IoT-A project is
reused.
The main contribution of the work is an IoT service creation environment able to
compose business services based on domain and environment knowledge. Additionally,
reusable IoT service components should be identified and evaluated by integrating testing
in all phases of the service cycle. Therefore, test components and automated test
mechanisms can support IoT service development and provisioning in large-scale
infrastructures.

6

Evaluation

6.1 Comparison of standard capabilities
This section provides a qualitative comparison of different application layer IoT
standards based on a literature research. The used criteria are explained in the following
paragraphs and the comparison is provided in a tabular form.
The information modelling criterion refers to the capabilities of the used metamodelling approach that can be used to represent different concepts and their relationship
and to express information. This includes comprehensiveness, flexibility, extensibility,
semantic capabilities and complexity which refer to the fact of how many concepts are
provided by the meta-model. For example, is an object-oriented modelling approach
available and whether only generic concepts are provided or the meta-model is already
aligned to certain domains? Furthermore, how easily can the meta-model be modified or
extended and which semantics can be provided for human beings and direct machine
processing and finally how complex is it to use the technology in practice?
For the provided communication services, the amount of services (data access, device
management and configuration, discovery, etc.) is accounted and the possible transport
mechanisms and encodings are outlined. The built-in security capabilities are also used as
a criterion.
Finally, the maturity is evaluated by comparing the amount of available
implementations, industry adoptions and standardisation status.

Maturity

Comm. services

Inf. modelling

MQTT binary
Weak

Low
HTTP, CoAP
Plaintext, JSON
None (transport)
Low
Medium
Not standardised

Amount

Transport

Encoding
Security

Avail. implementations

Industry adoption

Standardisation status

Medium

Upcoming OASIS
standard

Medium

Medium

TCP, UDP

Medium

Medium

Low
High

Simplicity

Medium

Medium

Medium

MQTT(-S)

Semantic capabilities

Low

Low

Flexibility

Extensibility

Low

IPSO app. frame.

oBIX

OASIS standard

Low

Medium

None (transport)

XML, oBIX Binary [EXI, JSON]

HTTP, CoAP

Low

Medium

Medium

High

High

Medium

High

Avail. implementations

High (application)

[XML, JSON]

HTTP, CoAP

High

Low

High

Medium

High

ETSI M2M

OMA, 3GPP and ETSI
ETSI, OMA and
standards
broadband forum standards

High

Medium

High (application)

[XML, JSON]

HTTP, CoAP

High

Medium

High

Medium

High

oneM2M

Table 1

Comprehensiveness
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Table 2

Message encoding evaluation

Criterion

Plain Text

JSON

XML

RDF

EXI

EXI(schemainformed)

Custom
binary

Information encoding

Text

Text

Text

Text

Binary

Binary

Binary

Encoding efficiency

Medium

Medium

Low

Low

High

Highest

Highest

Communication
partner coupling

No

No

No

No

No

Yes

Yes

Standardised

No

No

Yes

Yes

Yes

Yes

Yes

Platform
independency

High

High

High

Medium

Low

Medium Medium

6.2 Comparative of the resource representation and data formats
The physical and sensor layers of things are often device-specific or proprietary
regardless of the data format. But for the SWoT, it is crucial to support similar resource
representations and data forms. In general, the information encoding could either be textbased or binary-based. Whereas text-based encodings are desirable for human interaction
and allow for investigating exchanged messages with standard tools, binary encodings
are far more efficient for M2M communication. The encoding efficiency reflects the ratio
between the pure information payload and the overhead introduced with the encoding.
For example, some encodings (e.g. XML-based) are rather verbose, since metainformation might be provided in a redundant way within a message. If meta-information
related to exchanged messages is separately exchanged in order to keep the message
format small, a strong communication partner coupling is introduced, since the message
formats have to be kept synchronised between all communicating entities. Encodings
should be standardised in order to provide long-term interoperability and should provide
platform independence by not being limited to a specific platform.

6.3 Comparative of resource description
As mentioned in the initial part of Section 4.5, to enrich the IoT with the semantic web,
all standards on which semantic web are being conceived have to be involved. The
approaches described in that section starting by the SSN-XG initiative focus their ideas
on the building of a common OWL ontology to describe semantically devices and
services in order to have a common vision. This is a good starting point in respect to the
directives of semantic web, and the other initiatives use this idea of common OWL
enriching with other useful features. Nevertheless, we identified a deficiency in the
exploitation of the capabilities of the semantic web. In fact, enriching the IoT of
semantics could facilitate to overcome some difficulties present in this context, using in a
more powerful way the other mechanisms of semantic web, like linked data and
reasoning capabilities. A good example could be the creation of a semantic IoT ontology
where the implementation details of the devices are also described in order to allow the
reuse as well in the coding of the information distributed in the web and shared by other
vocabularies.
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Discussion

7.1 IoT evolution
The main challenge that arises for the IoT is to make a proper usage and exploitation of
the IoT potential to build more powerful applications and services.
IoT has been focused on developing technologies to make feasible the connection and
integration of a large number of devices and resources, providing protocols such as
6LoWPAN and CoAP, but the IoT key enablers are based not only on quantity, and
therefore require a major intelligence.
A major intelligence will demonstrate the potential of the IoT to provide an additional
value to the current applications and services.
This additional value will be enabled by the exploitation of the data and content
provided by the sensors with knowledge engineering technologies such as the Big Data.
For that reason, the next steps for the IoT are focused on the importance of metadata
to build intelligent solutions.
IoT needs to develop widely supported specifications and reference implementation
that can move fast. Thereby, IoT will be able to take off from its current status of not real
business models or companies exploiting the IoT market.
The semantic Web of Things pursues providing a higher interoperability and potential
for the Big Data in order to remove the friction in the current IoT value chain and
consequently make feasible the development of new market opportunities powered by the
IoT capabilities.

7.2 Interworking between cellular and capillary
The first steps in the IoT have been focused on offering connectivity through emerging
technologies such as Bluetooth Low Energy, Wifi Low Power and IEEE 802.15.4
(6LoWPAN), in capillary networks, and UMTS and LTE-A in cellular networks.
The following steps by ETSI M2M, 3GPP and OMA/oneM2M have been focused on
the efficient interworking between cellular and capillary networks.
The main efforts and synchronisation are being reached by cellular organisations,
which are approaching capillary standards such as WiFi and ZigBee.

7.3 Vertical solutions to open market
The market is moving from vertical solutions where the sensors are stovepiped (one
device per application) to specific platforms for its application in predefined use cases
towards a more open market, where the sensors will be reused, shared and accessed by a
wide range of different applications.
The pending challenges cover the development of tools and protocols for dynamic
interoperability, semantic discovery reasoners, mechanisms to readapt devices in case of
change of context, ontologies repository and, in general, toolkits that allow the semantic
integration and exploitation from the IoT.
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Thereby, the semantic will be managed through the different phases inside of a use
case, the heterogeneous devices integrated, and it will be defined interfaces among the
different components involved.
Finally, the cloud is seen as the rendezvous point among different applications to
collect and provide data. Thereby, a more scalable and technology agnostic solution is
defined.

7.4 Proprietary solutions to open protocols
The market is also moving from proprietary solutions and protocols to open approaches
such as HTTP, CoAP (IPSO and oneM2M) and MQTT (Eclipse Foundation).
For that reason, organisations such as ETSI and IPSO Alliance, in conjunction with
projects such as Probe-IT, are supporting and organising market interoperability events,
called plugfests in order to ensure an IoT convergence through protocols such as CoAP.
CoAP is receiving a big attention from the market. It is supported by cellular (ETSI
M2M and oneM2M) and capillary standards (IPSO Application Framework), since CoAP
presents the experience and flexibility of HTTP and RESTFul architecture style over a
lightweight solution.
RESTFul architecture supports a resource-oriented solution, simplifying and
optimising resource manipulations for a broad range of devices and solutions, which
enabled a quick and efficient application development.
Finally, MQTT presents a lightweight publish/subscribe solution to enable
asynchronous communications, which is open and available under Eclipse Public License
by the Eclipse Foundation.

7.5 Vision
Our vision is that the Web of Things and consequently the SWoT are going to be the
main drivers for the IoT convergence.
Since, the WoT, and consequently the SWoT, is based on the re-use of the existing
internet and web protocols such as HTTP, for that reason, tge communications stacks
from the client side and browsers can be re-used to deliver notifications (events, data
updates/reads/writes), and services invocation (request/response).
In the future, advanced functionality such as file transfers and chunked streams can
also be integrated into the IoT resources and the same existing web mechanisms can
easily be used.
The content of the messages could be format agnostic (JSON or binary) though some
work needs to be done on the content formats to enable interopability. And the interfaces
will be RESTFul-based, owing to its facility, scalability and flexibility.
Regarding protocols, the trends are moving through CoAP, because of its integration
into the IPSO Alliance for capillary networks and the oneM2M/OMA for cellular
networks. Anyway, other solutions such as MQTT supported by OASIS will play a
relevant role in specific markets such as the telemetry, in the same way that ZigBee-IP
will play a relevant role for Smart Energy and Continua Alliance profiles for remote
healthcare.
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Conclusions

The current status of the IoT and M2M market is highly fragmented. The IoT and M2M
have defined vertical solutions designed independently and separately for different
applications, e.g. Continua Alliance for health care, enOcean for home automation and
ZigBee-IP for Smart Energy.
This vertical and isolated solutions impact over the large-scale IoT deployments such
as that required for emerging scenarios such as smart cities. For example, it makes
practically impossible the security guarantee, service discovery, device management, etc.,
in a heterogeneous framework of billion of devices.
The cellular associations such as ETSI TC M2M and oneM2M (3GPP, OMA) are
playing a key role in accelerating the development of a common framework where not a
new service layer is defined, but the existing service layers and technologies are
integrated. Examples include, on the one hand, the reuse and integration of OMA DM for
device management of wireless resources and CoAP for the transport protocol, and on
the other hand, the definition of new descriptions for interfaces among the different
components, and security mechanisms, since they were not properly defined among the
existing solutions.
One of the most important considerations of ETSI TC M2M and oneM2M is that they
have not yet defined the communication between the gateway and the backend (servers),
but they have taken into account the communication and support between the device and
the gateway with the support of WiFi, ZigBee Alliance and HGI.
Thereby, they are not yet cellular solutions, but they are being extended seamlessly
from the backend to the device going through cellular and capillary network links.
The current status and evolution of the IoT and M2M need to be driven by the
semantic.
IoT and M2M solutions have been focused on communications, i.e. on how to offer
connectivity with IPv6 to offer an IoT and how to provide the content of the different
resources with protocols such as CoAP and HTTP, thereby offering a Web of Things.
Those services must be defined, and we thought that we can obtain it by giving a
semantic description to resources. Thereby, the content can be understood and reused by
different applications and organisations, in order to reach a collaboration among the
different providers and users.
The semantic Web of Things and the described and analysed standards in this work
present the ways to reach interoperability and collaboration directly among them, but the
trend in conjunction with the IoT is cloud computing. Therefore, the cloud is also
presented as a key enabler for content storage, rendezvous point among different
applications to inter-exchange data and for building services.
The massive data produced by the IoT and M2M resources from our own
deployments and from the other deployments gathered through the cooperative
communications and service sharing need to be exploited.
This exploitation of the data is the next step after of the semantic Web of Things
through technologies such as the Big Data, which will offer the cognition through the
data mining and intelligent analysis. The mining and analysis is directly dependent on the
semantic data capabilities provided in the semantic Web of Things.
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Interoperability will definitely increase the reusability of the IoT resources outside
the use cases and scope in which they were originally deployed and designed.
Furthermore, a semantic description of data will have a strong impact in present
scenarios, such as eHealth, smart cities and smart grid, where heterogeneous
applications may need to exchange huge amount of data without knowing how they are
represented. The evolution of the IoT is described by the path of six Cs, i.e. connectivity,
content, context, collaboration, cloud and cognition (InterDigital, 2012).
The future is unpredictable, but the power of the data provided by all the resources
that are being connected to the internet will bring a new conception of the world, where
the semantic is required to describe what everything is, provides and needs.
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